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6.1.1.5 Framework Terminates Access

This sequence shows how a Framework could terminate an application's use of the Framework and of all service instances.  This type of termination is unusual, but possible with the terminateAccess method.  Note that if at any point the framework's level of confidence in the identity of the client becomes too low, perhaps due to re-authentication failing,  the framework should terminate all outstanding service agreements for that client, and should take steps to terminate the client's access session WITHOUT invoking terminateAccess() on the client.  This follows a generally accepted security model where the framework has decided that it can no longer trust the client and will therefore sever ALL contact with it.
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1:  Following successful authentication and service discovery, the client initiates the service agreement signing process (not shown).  This is completed when the client invokes signServiceAgreement on the Framework's IpServiceAgreementManagement interface, and a reference to an instance of a service manager interface is returned.

2:  The client (application) had initiated service agreement signing process for a second service agreement (not shown), and when the client signs this second service agreement, a reference to an instance of another service manager, for another service type, is returned.

3:  The application starts to use the new service manager interface.

4:  The application starts to use the other new service manager interface.

5:  The framework decides to terminate the application's access session, and to terminate all its service agreements.  This is an unusual and drastic step, but could be e.g. due to violation or expiry of the application's service agreements, or some problem within the framework itself.  The framework will also destroy each of the service managers the application was using (not shown).  The application is now no longer authenticated with the framework, and all Framework and service interfaces it was using are destroyed.  
6.1.1.6 Application Terminates Access

This sequence shows how an application could terminate its use of the Framework and of all service instances.  This type of termination is unusual, but possible with the terminateAccess method.  
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1:  The application  terminates its use of the service manager instances in a controlled manner.
3:  The application decides to terminate its access session and all its service agreements in one go.  The framework will also destroy each of the service managers the application was using (not shown).  The application is now no longer authenticated with the framework, and all Framework and service interfaces it was using are destroyed.   The application could have terminated its service agreeements one by one, by invoking terminateServiceAgreement on the Framework's IpServiceAgreementManager interface, and then invoked terminateAccess on the Framework's IpAccess interface, which would have been a more controlled shutdown.
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